
Endpoint Security for ATMs
Comprehensive protection for your ATM fleet

Criminal acts against ATMs have always been a top concern for 
financial institutions. With increasingly sophisticated security  
threats targeting your assets and your customers’ personal data, 
securing your ATM software becomes as important as securing  
the machine itself.

Cummins Allison’s ATMs Endpoint Security is a managed service 
that helps to ensure your ATM software is protected from malware, 
zero-day attacks and cybercriminals, real-time.

Identify and contain infections for data security
For maximum data protection, Endpoint Security provides  
security for all information on all endpoint drives, including user 
data, nonessential operating system files, temporary and erased 
files. Authentication verifies user identity before the operating 
system loads, while encryption helps to prevent data theft. 
Removable storage media such as USB flash drives, backup hard 
drives, CDs and DVDs are also protected.

Threat prevention: malware never sleeps 
Endpoint Security provides malware and ransomware protection 
across your ATM network. It delivers broad defenses against 
targeted attacks, as well as unknown threats, before they can 
penetrate the network. Only approved software applications are 
allowed to run. Unrecognized software is prevented from executing. 

Infections are automatically and fully quarantined and files that 
were encrypted prior to containment are restored.

Rapid detection, immediate response
A comprehensive ATM security program must rapidly detect a 
security problem and immediately issue the correct response.  
Our ATM Endpoint Security responds automatically based upon 
predefined security policies. 

Additionally, Cummins Allison can generate reports for security 
events as needed for auditing and compliance.

Highlights
•	Real time endpoint protection from viruses and 

other malware

•	Removable device control and port protection

•	Application whitelisting

•	Enhanced communication protection

•	Whole-drive encryption 

•	Incident reporting when security events occur

•	Security status reporting



Generations of Vision and Excellence
Cummins Allison sets the standard for accuracy and dependability.

Cummins Allison is a global leader in developing solutions that quickly and efficiently count, sort and authenticate currency, checks and coin. We also offer a complete 
line of full-function automated teller machines (ATMs). Our leadership in technology and product innovation spans more than 125 years. Cummins Allison serves the 
majority of financial institutions worldwide, as well as leading organizations in retail, gaming, law enforcement and government. Ninety-seven percent of our customers 
would recommend our products and services.

The company holds more than 350 patents and invests double the industry average in R&D. Our world- class sales and service network includes hundreds of local 
representatives in more than 50 offices in North America, wholly-owned subsidiaries in Canada, the United Kingdom, Germany, France, Ireland and Australia and is 
represented in more than 70 countries around the world.

852 Feehanville Drive  
Mt. Prospect, IL 60056
800 786 5528
cumminsallison.com

© 2017 Cummins-Allison Corp. Specifications subject to change without notice. 

023-1981

Protect your ATM assets from active and persistent threats with Cummins Allison's 
ATM Endpoint Security.

To learn more, please contact your local sales representative today or visit cumminsallison.com/atm


